附件6 山西省公共互联网网络安全通报格式

山西省公共互联网网络安全通报
202X年 第XX期（总第XX期）

[bookmark: _GoBack] 山西省通信管理局                          202X年XX月       
[bookmark: _Toc16648]
一、基本态势
[bookmark: _Toc32089][bookmark: _Toc392599579][bookmark: _Toc30536]（一）基础网络运行安全
[bookmark: _Toc392599580][bookmark: _Toc21359][bookmark: _Toc12919]（二）公共互联网网络安全
[bookmark: _Toc19418][bookmark: _Toc10546][bookmark: OLE_LINK2]（三）公共互联网信息安全
[bookmark: _Toc387164642][bookmark: _Toc392599583][bookmark: _Toc387164614][bookmark: _Toc12458]二、重点工作和事件
[bookmark: _Toc7615][bookmark: _Toc33104666][bookmark: _Toc248721972][bookmark: _Toc387164643][bookmark: _Toc387164615][bookmark: _Toc392599586][bookmark: _Toc14498]（一）
三、行业管理
[bookmark: _Toc25481][bookmark: _Toc245886625][bookmark: _Toc248309397][bookmark: _Toc392599587][bookmark: _Toc248721973]（一）互联网网络安全信息通报
[bookmark: _Toc392599588][bookmark: _Toc19025][bookmark: _Toc248721974][bookmark: _Toc449022935][bookmark: _Toc515355280][bookmark: _Toc411415296][bookmark: _Toc480790837][bookmark: _Toc440290231][bookmark: _Toc448849117][bookmark: _Toc433032217][bookmark: _Toc443641024][bookmark: _Toc443664141][bookmark: _Toc10537][bookmark: _Toc424119573][bookmark: _Toc413851431][bookmark: _Toc467678498][bookmark: _Toc470599160][bookmark: _Toc387164644][bookmark: _Toc443574828][bookmark: _Toc427302912][bookmark: _Toc467687457][bookmark: _Toc450815940][bookmark: _Toc8869][bookmark: _Toc475345548][bookmark: _Toc440285997][bookmark: _Toc443662509][bookmark: _Toc421777688][bookmark: _Toc435201713][bookmark: _Toc414264370][bookmark: _Toc413940095][bookmark: _Toc29328][bookmark: _Toc498671299][bookmark: _Toc472610043][bookmark: _Toc458614241][bookmark: _Toc419387917][bookmark: _Toc435202169][bookmark: _Toc467687224][bookmark: _Toc454372671][bookmark: _Toc493256150][bookmark: _Toc445794864][bookmark: _Toc482888595][bookmark: _Toc3848][bookmark: _Toc445384722][bookmark: _Toc445371769][bookmark: _Toc17728][bookmark: _Toc387164616][bookmark: _Toc475345001][bookmark: _Toc440288685][bookmark: _Toc449034223][bookmark: _Toc470531808][bookmark: _Toc392599589][bookmark: _Toc419453295][bookmark: _Toc465669334][bookmark: _Toc496277628][bookmark: _Toc448503727][bookmark: _Toc3156][bookmark: _Toc498501233][bookmark: _Toc440362452][bookmark: _Toc449040229][bookmark: _Toc461608034][bookmark: _Toc411408265][bookmark: _Toc416703548][bookmark: _Toc458671243][bookmark: _Toc445450703][bookmark: _Toc4370][bookmark: _Toc22340][bookmark: _Toc485717893][bookmark: _Toc449044677][bookmark: _Toc438028842][bookmark: _Toc429735272][bookmark: _Toc433017237][bookmark: _Toc1345][bookmark: _Toc445794759][bookmark: _Toc419300508][bookmark: _Toc419390343][bookmark: _Toc440286193]（二）网络安全事件处置
[bookmark: _Toc4336]    1.僵尸木马专项治理行动
[bookmark: _Toc470531809][bookmark: _Toc440286194][bookmark: _Toc449034224][bookmark: _Toc433017238][bookmark: _Toc445794760][bookmark: _Toc467687458][bookmark: _Toc424119574][bookmark: _Toc445450704][bookmark: _Toc440290232][bookmark: _Toc438028843][bookmark: _Toc461608035][bookmark: _Toc440362453][bookmark: _Toc485717894][bookmark: _Toc28534][bookmark: _Toc450815941][bookmark: _Toc475345549][bookmark: _Toc416703549][bookmark: _Toc449022936][bookmark: _Toc458671244][bookmark: _Toc448503728][bookmark: _Toc443641025][bookmark: _Toc449044678][bookmark: _Toc1744][bookmark: _Toc448849118][bookmark: _Toc470599161][bookmark: _Toc440288686][bookmark: _Toc419300509][bookmark: _Toc498501234][bookmark: _Toc21761][bookmark: _Toc4804][bookmark: _Toc443662510][bookmark: _Toc472610044][bookmark: _Toc2422][bookmark: _Toc411408266][bookmark: _Toc15343][bookmark: _Toc454372672][bookmark: _Toc421777689][bookmark: _Toc419390344][bookmark: _Toc413940096][bookmark: _Toc515355281][bookmark: _Toc433032218][bookmark: _Toc458614242][bookmark: _Toc15865][bookmark: _Toc480790838][bookmark: _Toc467687225][bookmark: _Toc465669335][bookmark: _Toc411415297][bookmark: _Toc30686][bookmark: _Toc475345002][bookmark: _Toc28059][bookmark: _Toc496277629][bookmark: _Toc445371770][bookmark: _Toc7601][bookmark: _Toc449040230][bookmark: _Toc440285998][bookmark: _Toc482888596][bookmark: _Toc445384723][bookmark: _Toc419387918][bookmark: _Toc427302913][bookmark: _Toc435202170][bookmark: _Toc498671300][bookmark: _Toc443574829][bookmark: _Toc413851432][bookmark: _Toc419453296][bookmark: _Toc435201714][bookmark: _Toc493256151][bookmark: _Toc443664142][bookmark: _Toc429735273][bookmark: _Toc445794865][bookmark: _Toc467678499][bookmark: _Toc414264371][bookmark: _Toc248721976]    2.一般互联网网络安全事件处置
[bookmark: _Toc20389][bookmark: _Toc387164620][bookmark: _Toc387164648][bookmark: _Toc392599593]四、数据导读
[bookmark: _Toc33104679][bookmark: _Toc265680251][bookmark: _Toc392599594][bookmark: _Toc11215][bookmark: _Toc157504972][bookmark: _Toc157505038][bookmark: _Toc156725603][bookmark: _Toc157504754][bookmark: _Toc157504832][bookmark: _Toc157504698][bookmark: _Toc157506970][bookmark: _Toc185993008]（一）木马僵尸监测数据分析
[bookmark: _Toc485717897][bookmark: _Toc443641028][bookmark: _Toc515355284][bookmark: _Toc440362456][bookmark: _Toc449044681][bookmark: _Toc467687461][bookmark: _Toc461608038][bookmark: _Toc419390347][bookmark: _Toc482888599][bookmark: _Toc440286001][bookmark: _Toc493256154][bookmark: _Toc458614245][bookmark: _Toc414264374][bookmark: _Toc445384726][bookmark: _Toc429735276][bookmark: _Toc475345005][bookmark: _Toc12561][bookmark: _Toc458671247][bookmark: _Toc440288689][bookmark: _Toc480790841][bookmark: _Toc435202173][bookmark: _Toc443664145][bookmark: _Toc467687228][bookmark: _Toc23112][bookmark: _Toc443574832][bookmark: _Toc472610047][bookmark: _Toc421777692][bookmark: _Toc8194][bookmark: _Toc13704][bookmark: _Toc419300512][bookmark: _Toc440286197][bookmark: _Toc435201717][bookmark: _Toc445794868][bookmark: _Toc467678502][bookmark: _Toc445450707][bookmark: _Toc450815944][bookmark: _Toc419387921][bookmark: _Toc16524][bookmark: _Toc387164649][bookmark: _Toc416703552][bookmark: _Toc438028846][bookmark: _Toc445794763][bookmark: _Toc470531812][bookmark: _Toc443662513][bookmark: _Toc470599164][bookmark: _Toc411415300][bookmark: _Toc413851435][bookmark: _Toc475345552][bookmark: _Toc2232][bookmark: _Toc445371773][bookmark: _Toc433017241][bookmark: _Toc424119577][bookmark: _Toc413940099][bookmark: _Toc449040233][bookmark: _Toc448849121][bookmark: _Toc498671303][bookmark: _Toc387164621][bookmark: _Toc392599595][bookmark: _Toc449022939][bookmark: _Toc448503731][bookmark: _Toc11168][bookmark: _Toc498501237][bookmark: _Toc411408269][bookmark: _Toc4421][bookmark: _Toc440290235][bookmark: _Toc4716][bookmark: _Toc9430][bookmark: _Toc427302916][bookmark: _Toc454372675][bookmark: _Toc33104680][bookmark: _Toc449034227][bookmark: _Toc465669338][bookmark: _Toc419453299][bookmark: _Toc496277632][bookmark: _Toc433032221]    1.木马或僵尸程序受控主机分析
[bookmark: _Toc445794869][bookmark: _Toc445450708][bookmark: _Toc475345553][bookmark: _Toc435201718][bookmark: _Toc435202174][bookmark: _Toc23846][bookmark: _Toc472610048][bookmark: _Toc32160][bookmark: _Toc458671248][bookmark: _Toc424119578][bookmark: _Toc443574833][bookmark: _Toc461608039][bookmark: _Toc19560][bookmark: _Toc440286002][bookmark: _Toc445794764][bookmark: _Toc419387922][bookmark: _Toc387164650][bookmark: _Toc429735277][bookmark: _Toc448849122][bookmark: _Toc419300513][bookmark: _Toc440290236][bookmark: _Toc416703553][bookmark: _Toc414264375][bookmark: _Toc485717898][bookmark: _Toc14867][bookmark: _Toc14049][bookmark: _Toc421777693][bookmark: _Toc449040234][bookmark: _Toc449022940][bookmark: _Toc493256155][bookmark: _Toc480790842][bookmark: _Toc467687229][bookmark: _Toc419390348][bookmark: _Toc449034228][bookmark: _Toc467687462][bookmark: _Toc392599596][bookmark: _Toc445384727][bookmark: _Toc475345006][bookmark: _Toc440362457][bookmark: _Toc467678503][bookmark: _Toc465669339][bookmark: _Toc443641029][bookmark: _Toc413851436][bookmark: _Toc12303][bookmark: _Toc433032222][bookmark: _Toc498501238][bookmark: _Toc470599165][bookmark: _Toc411415301][bookmark: _Toc438028847][bookmark: _Toc454372676][bookmark: _Toc443662514][bookmark: _Toc515355285][bookmark: _Toc498671304][bookmark: _Toc449044682][bookmark: _Toc419453300][bookmark: _Toc440288690][bookmark: _Toc427302917][bookmark: _Toc17484][bookmark: _Toc440286198][bookmark: _Toc448503732][bookmark: _Toc450815945][bookmark: _Toc433017242][bookmark: _Toc413940100][bookmark: _Toc411408270][bookmark: _Toc387164622][bookmark: _Toc470531813][bookmark: _Toc14688][bookmark: _Toc443664146][bookmark: _Toc458614246][bookmark: _Toc22271][bookmark: _Toc17844][bookmark: _Toc496277633][bookmark: _Toc482888600][bookmark: _Toc445371774][bookmark: _Toc33104681][bookmark: _Toc265680252][bookmark: _Toc158138524][bookmark: _Toc157506971][bookmark: _Toc156725604][bookmark: _Toc185993009][bookmark: _Toc157586574]    2.木马或僵尸程序控制服务器分析
[bookmark: _Toc419390349][bookmark: _Toc433032223][bookmark: _Toc445794870][bookmark: _Toc440288691][bookmark: _Toc7092][bookmark: _Toc387164651][bookmark: _Toc419387923][bookmark: _Toc12292][bookmark: _Toc416703554][bookmark: _Toc470599166][bookmark: _Toc475345554][bookmark: _Toc445371775][bookmark: _Toc392599597][bookmark: _Toc449022941][bookmark: _Toc448503733][bookmark: _Toc429735278][bookmark: _Toc448849123][bookmark: _Toc413851437][bookmark: _Toc424119579][bookmark: _Toc33104682][bookmark: _Toc435201719][bookmark: _Toc449044683][bookmark: _Toc411408271][bookmark: _Toc454372677][bookmark: _Toc475345007][bookmark: _Toc419453301][bookmark: _Toc438028848][bookmark: _Toc472610049][bookmark: _Toc413940101][bookmark: _Toc440290237][bookmark: _Toc461608040][bookmark: _Toc443574834][bookmark: _Toc467687463][bookmark: _Toc450815946][bookmark: _Toc22312][bookmark: _Toc16868][bookmark: _Toc440286199][bookmark: _Toc387164623][bookmark: _Toc449034229][bookmark: _Toc465669340][bookmark: _Toc433017243][bookmark: _Toc421777694][bookmark: _Toc470531814][bookmark: _Toc411415302][bookmark: _Toc1470][bookmark: _Toc515355286][bookmark: _Toc443662515][bookmark: _Toc443641030][bookmark: _Toc435202175][bookmark: _Toc414264376][bookmark: _Toc20601][bookmark: _Toc485717899][bookmark: _Toc440362458][bookmark: _Toc445794765][bookmark: _Toc443664147][bookmark: _Toc467687230][bookmark: _Toc458671249][bookmark: _Toc427302918][bookmark: _Toc6127][bookmark: _Toc498501239][bookmark: _Toc458614247][bookmark: _Toc467678504][bookmark: _Toc493256156][bookmark: _Toc445450709][bookmark: _Toc17057][bookmark: _Toc498671305][bookmark: _Toc28817][bookmark: _Toc440286003][bookmark: _Toc449040235][bookmark: _Toc480790843][bookmark: _Toc496277634][bookmark: _Toc445384728][bookmark: _Toc419300514][bookmark: _Toc32708]    3.木马或僵尸网络规模分布
[bookmark: _Toc33104683][bookmark: _Toc265680253][bookmark: _Toc392599598][bookmark: _Toc26895][bookmark: _Toc185993013]（二）网页篡改数据分析
[bookmark: _Toc392599600][bookmark: _Toc33104684][bookmark: _Toc10189]（三）网站后门数据分析
[bookmark: _Toc33104685][bookmark: _Toc30854]（四）“飞客”蠕虫数据分析
[bookmark: _Toc33104686][bookmark: _Toc8815]（五）移动互联网恶意程序传播服务器数据分析
[bookmark: _Toc33104687][bookmark: _Toc18344][bookmark: _Toc392599599]（六）安全漏洞数据分析
[bookmark: _Toc18834][bookmark: _Hlk488829254]五、重要安全漏洞提示
[bookmark: _Toc387164652][bookmark: _Toc392599601][bookmark: _Toc387164624][bookmark: _Toc22705]（一）
六、要闻回顾
（一）



